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Chapter 1: Introduction

About this Guide

This guide describes how to configure a NIC-5 module (Model Numbers: MN-NIC-5 and MN-NIC-5-ENC)
for use with Symmetry M2150 nodes.

It is assumed that readers of this guide understand the architecture of Symmetry security management

systems, are competent and understand networking terms such term as IP address, DHCP, MAC address,
etc.

About the NIC-5 and LAN Chains

A NIC-5 module allows Symmetry to communicate with Symmetry M2150 nodes over a LAN (Local Area
Network). The NIC-5 is the latest-generation Symmetry NIC module, which supersedes the previous-
generation NIC-4 module. The NIC-5 supports 10 Mbit and 100 Mbit connection speeds.

The M2150 architecture uses "LAN chains". Each LAN chain consists of one or more nodes (Figure 1).
Only the node at the head of the LAN chain requires a NIC module.
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Figure 1 NIC Modules in LAN Chains

There can be multiple LAN chains connected to the same network, and the network can be used for other
purposes such as communications between the Symmetry server and clients, or for general office use.
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All communication between a NIC module and LAN chain is managed by a nominated Symmetry client
PC. For systems that contain a large number of nodes and high-volume transaction activity, this
architecture allows load balancing across multiple Symmetry clients.

It is allowable to have more than one LAN chain managed by the same Symmetry client. Depending on
the license purchased, each Symmetry client can manage up to 512 LAN chains. There can be a
maximum of 1024 LAN chains.

The first node in a LAN chain must have a node address of 001.

The NIC-5 has a built-in web interface, which you must use to set up the module before you configure the
LAN chain and node in Symmetry.

Figure 2: NIC-5 Module

IP Addresses and DHCP

You can configure the network settings of the NIC module using the built-in web interface.

Each NIC module must have a unique IP address, which can be static or DHCP-assigned. When the
address is DHCP-assigned, Symmetry addresses the NIC module by name rather than by IP address.

Once you have configured the NIC module through its web interface, you need to define the LAN chain

and node in Symmetry. One of the LAN chain settings in Symmetry is the IP address (or name) of the NIC
module at the head of the chain.

Encrypted Communications

High-security installations may require encrypted communications between the NIC module and
Symmetry. This can be achieved by purchasing the Symmetry Comms Encryption license (available
separately). The NIC-5 supports Rijndael AES (the US government-approved encryption standard). 128-bit
or 256-bit encryption can be used.

The encryption settings must be configured in the web interface and in Symmetry.

It is possible for a client PC to control any combination of both encrypted and non-encrypted LAN chains.
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Continuous and Periodic Polling

When setting up a LAN chain in Symmetry (using the "Install/Access Control/Chains/LAN" screen), you
can choose whether to use continuous or periodic polling.

Continuous polling maintains a continuous communications link from the Symmetry client that manages
communications with the LAN chain.

Periodic polling causes the nominated Symmetry client to initiate communications at specified intervals
and when there is new data to download (e.g. changes to card holder details). However, if a chain detects
an alarm, communications are automatically initiated from the chain, and the alarm message is uploaded.
The "Maintenance/Access Control/Upload" screen can be used to upload event data at other non-
scheduled times.

Dual NIC LAN Communications

M2150 nodes support the use of two NIC modules in a single node. The secondary NIC module is used if
the network connection to the primary fails. Each NIC module uses a separate IP address, but only one
LAN chain needs to be defined in Symmetry.

Note: An M2150 node requires its DIP switches to be set correctly to enable dual NIC communications.
Please refer to the M2150 Installation Instructions for details of how to set the DIP switches.
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Introduction

Before you can use a NIC module, you must configure it through its built-in web interface, as described
next.

Note: Initially, the configuration process requires the use of one of the following applications to determine
the default DHCP (or APIPA) IP address assigned to the module:
J The Lantronix Device Installer, which is available from the Lantronix web site:

https://www.lantronix.com/products/deviceinstaller/

e  Cobox.exe, which is available from the Symmetry installation media.

Step 1 — Find the NIC Module on the Network

Note: This step assumes that the module is in its factory-default state. You can reset the module to its
factory-default state using the Factory Defaults option (page 7).

To find the NIC module:

1. Fit the module to the M2150 board, connect the module to the network and switch on power as
described in the M2150 Installation Instructions.

2. If you want to use Lantronix Device Installer to find the module:
a) Download and install the Lantronix Device Installer from the Lantronix web site.

b) Open the Lantronix Device Installer. You should see the DHCP-assigned IP address and MAC
address (Hardware Address) of the module:

2# Lantronix Devicelnstaller 4.4.0.7
File Edit View Device Toeols Help
|p~ Search [ Options Q Exclude \_‘._;Assign P

- Lantrorix Devices - 1 device(s) Name User Name UserGroup  IP Address Hardware Address Status
=gl Ethemet (10.0.0.183)

56 Unknown Z# Unknown{Y4) 10.0.0.182 00-80-A3-FB-3E-AC Cnling

=45 Unknown(Y4) - fimware v4.4
L5 100.0.182

If there is more than one NIC module connected to the network, you can identify each module in
from its unique Hardware (MAC) address, which is printed on a label attached to the network port
(shown as "SN" number).

3. If you want to use Cobox.exe to find the module:

a) In Windows Explorer, double-click Cobox.exe. This is on the Symmetry server in the Symmetry
installation folder (e.g. C:\Program Files (x86)\Security Management System). You can either
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run the tool from that location, or copy Cobox.exe and SymmetryCryptographicModule.dll to a
folder on another computer and run it from that location.

b) Click the Find button:

' ﬁ MNode Metwork Interface Card (MIC) Setup Program for the COBOX - 9.4.0.47102 (T3X8) 47102

STEP 1 - Enter Network IP Addresses

CﬁentI.PAddress:l H :0¢ 20 @ Get Host IP

STEP 2 - Enter Mode NIC Card and Baud Rate Information

NIC MAC Address NS 2

() Obtain IP address automatically

:. .E

c) You should be able to see the MAC address and IP address of the NIC module in the NIC
Modules Found menu:

' ﬁ Node Metwork Interface Card (NIC) Setup Program for the COBOX - 9.4.0.47102 (T3X8) 47102

STEP 1 - Enter Network IP Addresses

ClientI.PAddress:l B B w @& w @ Get Host IP

STEP 2 - Enter Mode NIC Card and Baud Rate Information

NIC Modules Found: Please select from list below v Cancel

: Please select from list below
O obtain 1P addressay, o o S ac = 10.0.0. 182

DHCP Host Mafer TSI TG o assign to the

If there is more than one NIC module connected to the network, you can identify each module in
from its unique Hardware (MAC) address, which is printed on a label attached to the network
port (shown as "SN" number).

Note: You cannot connect to the module through Cobox.exe.

Step 2 — Open the Web Interface

To open the web interface:

1. Enter the DHCP/APIPA-assigned IP address into the search bar of a browser connected to the
same network as the NIC module.

2. When prompted, enter the login details:

Sign in
hittp://10.0.0.182

Your connection to this site is not private

The defaults are:

Username I

e Username: admin (lowercase).

Passward e Password: PASSWORD (uppercase).

m Cance'
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3. The web interface is displayed:

Xrorrepse e

Status

admin [Logout]

Product Information
AES Credentials

Product Type: xPortEdge
S epet Firmware Version: 4400R8
ek Serial Number: 0080A3FB3EAC
i Uptime: 16 minutes 56 seconds
- - Permanent Config: Saved
Discovery :
e Sy MAC Address: 00-80:A3FB:3E AC
HTIP Server State: Up
L Hostname:
m:jm IP Address: 10.0.0.182/24
[ —— Default Gateway: 10.0.0.2
[r—— Domain:
NIP Primary DNS: 3888
TLS Credentials Secondary DNS: 8844
Tunnel IPv6 State: Up
User IPv6 Link Local Address: fedl::280 a3ft:fefb:3eac
IPv6 Global Address: <Mone=
IPv6 Default Gateway: <MNone=
Line 1: RS5232 38400, None, 8, 1, None
Protocol: Tunnel
Line Virtual_1: Protocol: Tunnel
Line Virtual_2: Protocol: Tunnel
Tunnefing Accept Connect
Mode Mode
Tunnel 1: Waiting Disabled
Tunnel Virtual_1: \Waiting Disabled
Tunnel Virtual_2: Nao local port Disabled

Note: You can factory reset the module at any time by selecting Device from the menu on the left side of
the window and selecting the Factory Defaults option. You may want to use this option if the module has
been used on another node.

Step 3 — Change the admin Password
Change the password for the admin user as follows:
1. Select User from the bottom of the menu on the left side of the window.

2. Click the admin user (the admin user cannot be deleted, and the name cannot be changed):

User Management

View or Edit Delete

admin O

Create new User
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3. Overtype the existing password with the new password:

User admin Configuration

Password: | --------
Privilege: Admin v

Note: It is essential to remember the admin password. If you forget the password, it can be reset
only by the manufacturer. Enter the new password very carefully to avoid any mistake.

4. Click Submit.

Step 4 — Configure the Network Settings
Configure the network settings as follows:
1. Select Network from the menu on the left side of the window.

2. When prompted, log back in to the web interface using the new password. The following page is

displayed:
Xrorf eEnsE

Status

AES Credentials [eth0 | 100

CLI Server I

Clock Interface | Link

CPM

2 Status | Configuration

Device

E::ﬁ‘,’:;” Interface eth0 Status

HTTP Server Status: Link up

Line MAC Address: 00:80:A3:FB:3E:AC

E:‘?Jf;: o [Renew ]

—

Network State: Up Enabled

NTP Hostname:

TLS Credentials [l LAGLLBS 1 1

oand MSS: 1460 bytes 1450 bytes

User MTU: 1500 bytes
DHCP Client: Enabled Enabled
IP Address: 10.0.0.182/24 | (DHCP)
Domain:
Default Gateway: 10.0.0.2 (DHCP)
DNS: DHCP DHCP
Primary DNS: 8888 (DHCP)
Secondary DNS: 8644 (DHCP)
IPvi State: Up Enabled
DHCPv6 Client: Enabled Enabled
IPv6 Auto Configuration: Enabled Enabled
IPv6 Link Local Address: fe80:280:a3ff fefb:3eac
IPv6 Static Address: <None> | <None>
DHCPv6 Client Address: <None>
Auto IPv6 Address: <None>
IPv6 Default Gateway: <None> (DHCPvEM(AUTO)
IPv6 Primary DNS: <None> (DHCPvE)
IPv6 Secondary DNS: <Nonex (DHCPv6)
IP Address Collisions: 0
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3.

Select eth0, Interface and Configuration near the top of the page (if they are not already selected):

Xrort eEDEE

Status

AES Credentials |?tﬂ(ﬂ o0

Link

Diagnostics =
Dt Interface eth0 Configuration
Hi¢ System State: @ Enabled O Disabled
HTTP Server

- Hostname: |\ ]
Line
Modem Priority: 1
Emulati

= MSS: [1260 | bytes
Monitor = -
Network DHCP Client: ® Enabled U Disabled
NTP IP Address: | <None>
TLS Credentials Domain: |
Tunnel

z Default
User Gatoway:  |[SNeme> |
DNS: DHCP v

Primary DNS: |<N0ne> |

e Y [N ]
DNS: <Mone>

IPv6 State: ® Enabled O Disabled
Lt ® Enabled O Disabled
IPv6 Auto on

Confiquration: @ Enabled O Disabled

IPv6 Address: |<N0ne> |
IPv6 Default

Gateway: |<N0ne> |
I[i;:g:Primary |<None> |
IPv6
Secondary [<None> |
DNS:

If you want to continue to use DHCP:
— Make sure that DHCP Client remains set to Enabled.

— In the Hostname field, enter a unique name for the NIC module (such as the location of its
node).

(The DHCP server will communicate the IP addresses of the default gateway and primary DNS.)

If you want to use a fixed IP address:
— Set DHCP Client to Disabled.
— Inthe IP Address field, enter the IP address you want the module to use (in CIDR format).
— In the Default Gateway field, enter the IP address of the default gateway.
— In the Primary DNS field, enter the IP address of the primary DNS server.
— In the Secondary DNS field, enter the IP address of the secondary DNS server (if applicable).

(The Hostname field is not used when a fixed IP address is used.)

Click Submit.
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7. Select Device from the menu on the left side of the window.
8. Select Status near the top of the page (if it is not already selected).

9. Click Reboot near the bottom of the page, followed by Okay:

XrorrenDseE

10.

Step 5 — Configure the Baud Rate (optional)

Carry out this step only if the node is using a baud rate other than the default of 38400.

Status
| AES Credentials

| Clock

| Diagnostics

Status | Firmware Upgrade

Device Status

| CONFIRM: Reboot this device:i [Okay] Ea ncel] |

o
| Discovery Product Type: *PortEdge

e System Product ID: Y4

SRV L Serial Number: 0080A3FB3EAC

i e Configuration Version: [unversioned]

:mmu?anl'zm Configuration Modified: Yes

| Monitor Firmware Version: 4400R8

| Network

| NTR

| TLS Credentials
Tunnel

Active Partition:

1

Build Date:

Sep 21 2020 (16.35.33)

Bootloader Version:

1.3.0.0R1

Bootloader Date:

Jun 28 2018 21:49:39

e Uptime: 37 minutes 2 seconds
Permanent Config: Saved
Save
[Reboot |
-actory Defaulis |

When prompted, log back in to the web interface.

To configure the baud rate:

1.

2.

Select Line from the menu on the left side of the window.

Select Line 1 and Configuration near the top of the page (if they are not already selected).

The following is displayed.

10
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Xrorfense

Status
AES Credentials ‘ Line 1| Line Virtual_1  Line Virtual_2 ‘

CLI Server
Clock
CPM

D.iaunns.ﬁs.:s

Discovery ‘
File System
HTTP Server

Configuration Status

Line Name: |
Modem i
e Interface: |[RS232 v/
Monitor State: ® Enabled O Disabled Enabled
Nelwork Protocol: Tl
NTP
= Baud : 9600 bits
LS Credentials Ttate: 38400 v |bits per second per second
'l:unnel Parity: None v Mone
ser
Data Bits: 8
Stop Bits: 1
ot [None v
O None
Gap Timer: |<:_.F.0ur Character Periods>
milliseconds
Threshold: | |56 bytes
Push: |
Submit

3. Set Baud Rate to match the baud rate of the node (set using DIP switches on the PCB). The default
setting of the DIP switches is 38400.

4. Click Submit.
If you do not want to use encrypted communications between the M2150 nodes and Symmetry,

configuration of the NIC module is now complete and you can click Logout near the top-right corner of the
window to exit the web interface.

Step 6 — Configure Encryption (optional)
Follow this step if you want to use encrypted communications between the M2150 nodes and Symmetry.

Note: You should carry out the configuration procedure on an isolated network. This is to ensure that there
is no chance of the encryption key being intercepted during the programming process.

Note: You will also need the Symmetry Comms Encryption license (available separately) to configure
encryption in Symmetry.

To configure encryption:
1. Select AES Credentials from the menu on the left side of the window.

2. Enter any name for the AES credential (e.g. "AmagAES256"):

11



Chapter 2: Configuring the NIC Module

XrorreDGe

Status

AES Credential Management

AES Credentials
CLI Server

No AES Credential is available.

cPM

[AmagAES256 ]

Device

Diagnostics

Discovery

Click Submit.
Select the AES credential you have just created.

Enter any 64-character (256-bit encryption) or 32-character (128-bit encryption) hexadecimal string
into the Encrypt Key and Decrypt Key fields:

Xrorrense

Status

You need to enter the same key in
both fields, and also in the Symmetry
"Install/System/Client Ports" screen.

AES Credential AmagAES256 Configuration

fo ;::::"ﬁa's r—— You may find it easier to copy and
paste the string from a text editor.
T Decrypt Key:

Device

256-bit encryption is preferable.

Diagnostics

Discovery

Click Submit.
Select Tunnel from the menu on the left side of the window.

Select Tunnel 1 and Accept near the top of the page (if they are not already selected).

For the Protocol option, select TCP AES:

Xrort EDEE

Status

AES Credentials
CLI Server

CPM
Device
Diagnostics
Discovery
File System

HTTP Server
Line

Modem
Emulation

Monitor
Network

NTP

TLS Credentials
Tunnel

User

Tunnel

| Tunnel Virtual_1  Tunnel Virtual_2

Accept | Connect Disconnect

Status  Line Packing

Tunnel 1 Accept Configuration

Mode: [Always ~|
Local Port: [3001 |
Multiple Connections: | () Enabled @ Disabled
Protocol: TCPAES v
Credential: AmagAES256
Flush Line: ) Enabled ® Disabled
Block Line: () Enabled @ Disabled
Block Network: ) Enabled ® Disabled
Password: |

| Submit

12
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10. In the Credential field, enter the credential name you entered in the AES Credentials page. You can
view the AES Credentials page to see the name you used.

11.  Click Submit.
12. If you see a prompt near the top of the page to kill an active connection, click Okay.

That completes the configuration of the NIC module. You can click Logout near the top-right corner of the
window to exit the web interface.

13



Chapter 3: Configuring Symmetry

The following provides an overview of the steps you need to take to configure Symmetry when using
a NIC-5 module.

Step 1 — Add an Encryption License and Privileges (optional)

If you want to use encrypted communications between the M2150 nodes and Symmetry, a Symmetry user
with appropriate privileges needs to:

1. Open the "Maintenance/Licensing/System Licenses" screen and add the Comms Encryption license.

2. Open the "Maintenance/User & Preferences/Roles" screen and select the Assign System Admin
Privileges permission to your user role (under Options):

75 Maintenance - User & Preferences - Roles | = =] @
User Role: Installer |
Company Group: Main Company n
Default Permissions Alarm Processing Role Filters Auto Logoff Time (Mins): |_g |
Permissions Options
[=)- Permissions Configuration Allow user to open files attached to notes Expand
Home Record Video
eration [0 Hide Privacy Zones Collapse
Reparts [ Export Video With Privacy Zones
Listen To Audio
[0 Allow extemal commands to be added to the Ribbon Bar
[ Alow Local File Browsing

Assign System Admin Privileges

[0 Create Hyperink

[0 Activate Hypedink

Allow Automatic Deletion of Device Dependencies

Mieahla

Note: You need to log back in to action the change to your role privileges.

The encryption options in Symmetry are available only if you have carried out the above.

Step 2 — Set up the Client Ports

For each Symmetry client that is to communicate with a LAN chain:
1. Open the "Install/System/Client Ports" screen.
2. In the Selection screen, select the client from the Client Name menu.

3. Click New.

14
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4. In the Port menu, select Network.
5. In the Allocation menu, select LANnode Chain:
: &) Install - System - Client Ports |E“E@
Client Name: i VOSTRO |
Client Type: | Client |
Port Alocation Baud Rate
Network LANnode Chain
Encryphion
Clenapt
128 Bit Key
256 Bit Key
Delets Help Cancel
6. If you are using encrypted communications, select Encrypt and enter the 128-bit or 256-bit key you

entered into the NIC module's web interface.

7. Click OK.

Step 3 — Set up the LAN Chains
For each LAN chain:
1. Open the "Install/Access Control/Chains/LAN" screen.
2. Click New.
3. In the LAN Chain Name field, specify a unique name for the LAN chain.
4. Set LAN Port Name to Network.
5. Set LAN Interface to CoBox/XPort.

6. In the Network Address field, enter the IP address of the NIC module (if a fixed IP address is used)
or the hostname of the NIC module (if a DHCP server is used).

15
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10.

25 Install - Access Control - Chains - LAN =N =R

LAN Chait Name: [ Main Building LAN Chain | &

LAN Configuration

LAM Client Mame: YOSTRO v
LAN Port Name: Network -
LAN Interface CoBox/XPort w Enabled

Network Address 10.0.0.132 |
Current Password: |
Mew Password: I

Time Difference (hrs) : | gg:op ~

Encryption:

Mane (@) Two Fish () aEs138 O AES256 ()
Options:
Continuous (®) Periodic () Falback [ ] Secondary [_]
Anti-Passback Mode:
Maone (@) Zonal (Global Client) (O Zonal (Global System) ()
Copy Delete Motes Help Ok Cancel

If you are using encrypted communications, select AES128 or AES256 (depending on whether you
are using 128-bit or 256-bit encrypted communications), and reselect the LAN Interface.

If dual NIC communications is used, select Secondary (under Options), then in the Secondary
Connection tab displayed, configure the IP address or hostname of the secondary module.

Configure any other options as required (if necessary, please refer to the Online Help).

Click OK.

Step 4 — Define the Nodes

For each node:

1.

Open the "Install/Access Control/Node" screen.

Click New.

In the Node Description field, specify a unique name for the node.
From the Chain Name menu, select the LAN chain.

From the Node Type menu, select the M2150 node type you are using.

From the Node Address menu, select address of the node, as set using the DIP switches on the
PCB. The address must be 1 if the node is the first in the chain (i.e. is fitted with a NIC module).

In the LAN tab, set LAN Chain First Node to Yes if the node is the first in the chain.

16
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8. Configure any other options as required (if necessary, please refer to the Online Help).
9. Click OK.

That completes the configuration of the NIC module in Symmetry. The NIC module should now be fully
operational and communicating with the Symmetry nodes.
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