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Preface

About this Guide

The NIC Module Configuration Guide is a reference document for the configuration of NIC modules in
Symmetry Local Area Network (LAN) chains.

It is assumed that readers of this manual understand the basic concepts of security management and
access control. If you do not have this knowledge, please read the introductory chapters of the Security
Management System User's Guide first.

It is also assumed that installers are competent and understand such term as IP Address, DHCP, RS232,
etc.

Note: Please refer to the appropriate NIC Module Installation Instructions (supplied with the module) for
detailed information relating to connections, LEDs, switches and links.

This manual should be read in conjunction with the product help, which is also available in printed form as
the Symmetry Software Reference Manual.
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Chapter 1. Introduction

About NIC Modules

A NIC module allows the Symmetry software to communicate with Symmetry M2100 or M2150 nodes over

a network. If two or more Symmetry nodes are connected as a LAN chain (Figure 1), the NIC module must
be fitted to the first node in a chain.

There can be many different LAN chains connected to the same network. The network may be used for

other purposes, such as communications between the Symmetry server and clients, or for general office
network communications.

All communication between the Symmetry software and the chain is managed by a nominated Symmetry
client PC. For systems that contain a large number of nodes and high-volume transaction activity, this
architecture allows load balancing across multiple Symmetry client PCs.

It is allowable to have more than one LAN chain managed by the same Symmetry client PC. Depending

on the license purchased, each Symmetry client can manage up to 512 LAN chains, with a system
maximum of 1024.

The node address of the first node in a LAN chain must be 001.
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Figure 1 NIC Modules in LAN Chains
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Introduction

Supported NIC Modules

The following NIC modules are supported (Figure 2):

. NIC-3 (Lantronix XPort-03). This is 10/100 MBit NIC module for the M2100 door controller range.
The module supports AES encryption and DHCP-assigned IP addresses. The module has a serial
port, which can be connected to a modem to provide fall-back (dial-in) communications with a
Symmetry client if the network connection is lost.

e  NIC-4 (Lantronix Micro125). This is a smaller 10/100 MBit NIC module for the M2150 range of
products. The module supports AES encryption and DHCP-assigned IP addresses. No serial port is
provided.
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Figure 2 NIC Modules

IP Addresses and DHCP

You can use the supplied programming utility (COBOX.EXE) to specify the IP settings of the NIC module,
and the IP address of the PC that the LAN chain is to communicate with. The IP address settings also
need to be set up in the LAN Chain Definitions screen in the Symmetry software.

Each NIC module uses a unique IP address, which can be static or DHCP-assigned. If the address is
DHCP assigned and the network also has a DNS server, Symmetry can communicate with the NIC
module by name rather than by IP address.

Continuous and Periodic Polling

When setting up a LAN chain in the "Install/Access Control/Chains/LAN" screen, you can choose whether
to use continuous polling or periodic polling.

Continuous polling maintains a continuous communications link from the PC that manages
communications with the LAN chain.

Periodic polling causes the nominated PC to initiate communications at specified intervals and when there
is new data to download (e.g. changes to card holder details). However, if a chain detects an alarm,
communications are automatically initiated from the chain, and the alarm message is uploaded. Note that
the "Maintenance/Access Control/Upload" screen can be used to upload event data at other non-
scheduled times.
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Introduction

Encrypted Communications

Some high-security installations may require encrypted communications between a client and the LAN
chains it manages. This can be achieved by fitting a NIC module that contains encryption firmware, which
is available by special order only. NIC modules use AES encryption (the US government approved
encryption standard).

It is possible for a client PC to control a mixture of encrypted and non-encrypted LAN chains.

Note: If you are setting up an encryption-enabled NIC module, you should carry out the configuration
procedure on an isolated network. This is to ensure that there is no chance of the encryption key or
password being intercepted by others during the programming process.

See page 7 for further information.

Dual NIC-4 LAN Communications

The M2150 range of controllers support the use of two NIC-4 modules in a single node. The secondary
NIC module is used if the network connection to the primary fails. Each NIC module uses a separate IP
address, but only one LAN chain needs to be defined in the Symmetry software. The main tab of the LAN
Chains Definition screen is used to specify the IP address settings for the primary NIC module. A
Secondary option enables the IP address settings to be specified for the secondary NIC module.

Please refer to the M2150 node's installation instructions for details of the DIP-switch settings that are
required to enable primary/secondary LAN communications.

Fall-back Communications

A NIC-3 module has a serial port, which can be connected to a modem to provide fall-back (dial-in)
communications with the Symmetry software in the event the network connection is lost (refer to the NIC
Module Installation Instructions for connection details).

The modem can connect to a standard PSTN telephone line and is used only if the chain detects an alarm
condition when network communications are unavailable.

Note that fall-back communications are disabled if the Symmetry software has been configured to expect a
serial device (such as an alarm panel, defined in the "Install/System/Port Settings" screen) on the RS232
port.
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Symmetry Configuration

The following provides an overview of the steps you need to take to configure LAN chains in the Symmetry
software. Please refer to the Online Help if you require further information.

Setting up a LAN Chain

To set up a LAN chain, you need to:

1.

Use the "Install/System/Client Ports" screen to specify the port on the selected client that is to
manage communications with the LAN chain.

Set up the LAN chain using the "Install/Access Control/Chains/LAN" screen.

Set up each node on the chain using the "Install/Access Control/Node" screen. You must specify
one of these nodes to be the first node in the chain.

Setting up Fall-back Communications

To set up fall-back communications for a LAN chain, you also need to:

1.

2.

Set up the information in the Fallback tab of the "Install/Access Control/Chains/LAN" screen.
Use the "Install/System/Client Ports" screen to create a port for a secondary dial-in chain.

Create a new record in the "Install/Access Control/Chains/Dial-Up" screen, and set the following
options:

Client Name — Select the name of the client that is connected to the secondary dial-in port.
Port Name — Select the secondary dial-in port.

Host Initialization String — Select the modem type being used at the client, or enter the
initialization string if a different modem is being used.
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Chapter 2.  Configuring a NIC Module

Introduction

Before a NIC module can be used in an M2100 or M2150 LAN chain, you must configure it using the
supplied configuration tool, COBOX.EXE. Both the PC and NIC module must be on the same network.

Accessing COBOX.EXE

COBOX.EXE is located on the Symmetry server in the Symmetry installation folder (e.g. C:\Program
Files\Security Management System). You can either run the tool from the server, or copy the following files
to a folder on another computer and run it from that location:

e COBOX.EXE (e.g. located in C:\Program Files\Security Management System)
e  SymmetryCryptographicModule.dll (e.g. located in C:\Program Files\Security Management System)
e  COBOX.INI (e.g. located in C:\Program Data\Security Management System)

Pre-Configuration Tasks

Enabling Encrypted Communications

If encrypted communications is used (see page 5), an operator with Engineer privileges must use the
"Install/System/Client Ports" and "Install/Access Control/Chains/LAN" screens in the Symmetry software to
enable encrypted communications and to specify the encryption key, which must match the one that is
programmed into the NIC module during the configuration procedure. All encryption-enabled NIC modules
that are being managed by the same Symmetry client must use the same encryption key.

Setting up COBOX.INI

Before starting COBOX.EXE, check COBOX.INI as follows (see "Accessing COBOX.EXE" for location
details):

For a non-encryption-enabled module, use the following settings in COBOX.INI:
AllowColdStart=1

DisplayEncryption=0
EnableCurrentNIC=0

For an encryption-enabled module, use the following settings in COBOX.INI:
AllowColdStart=1

DisplayEncryption=1
EnableCurrentNIC=1
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Configuring a NIC Module

Using the Configuration Tool (COBOX.EXE)

To configure a NIC module:

1. Ensure that the NIC module is plugged into the first node in the LAN chain and is connected to the
same network as the Symmetry server PC that you are using. Apply power to the node.

2. Log in with local Administrator privileges. This is important.

3. Double-click COBOX.EXE (see "Accessing COBOX.EXE" for location details). The following window
is displayed:

#z Node Network Interface Card (NIC) Setup Program for the COBOX - 1.3 @

STEP 1 - Enter Metwork P Addresses Information

Client IP Addess: | [EH . 168 . 2 . 2

STEP 2 - Enter Mode MIC Card and Baud R ate Information

NICMACAddess  Joo Jeo [sa [ [ [ Find

" Obtain IP address automatically

DHCP Host Mame:

&+ Usze the following IP configuration

Mew NIC P Address: . . .
Current NIC |P Address:

Subret Mask: |255.0.0.0 =

Gateway [P Address: . . .

Mode Baud Rate: 13200 =
STEP 3 - Press the Program button to configure the MIC Card
P
ﬂ Check Node 0K | Display NIC Info.
STEP 4 - Finished
Exit ColdStart

4, In the Client IP Address box (STEP 1 section), enter the IP address of the PC that is to
communicate with the NIC module. The default IP address shown is that of the machine you are
currently using.

5. In the STEP 2 section, click the Find button. This will search for all NIC modules in the network.
When complete, the NIC MAC Address box changes into the NIC Modules Found combo box,
which lists the address of each NIC module found in the network.

If the network has a DHCP server, a new NIC module is automatically assigned an IP address by
the DHCP server. If no DHCP server exists, the NIC module gives itself a temporary APIPA address
(Private address 169.x.x.x), which COBOX.EXE can discover. (The address is not stored at this
point, and therefore a different address may be assigned if the device is re-powered.)

6. Select the NIC module you want to configure from the NIC Modules Found combo box. Addresses
shown in black are in the same subnet as the PC. Addresses shown in red are in a different subnet.
If you want to configure a NIC module shown in red, you will need to change the PC's network
settings so that it is in the same subnet as the NIC module, and has a valid IP address for that
subnet.
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Configuring a NIC Module

STEP 2 - Enter Mode MNIC Card and Baud R ate Information

MIC Modules Found:

Cancel

" Dbtain IP address automatically
DHCF Hozt Mame: |

% Use the fallowing IP configuration
Mew NIC P &ddress: |

Current NIC IP Address: |
Subnet bask: |255.EI.D.EI j

Gateway [P Address: |

Node Baud Riate: | 15200 -l

The code displayed indicates the module's unique MAC address, followed by its current IP address.
The MAC address is printed on a label on the module.

Note: NIC Modules Found does not list encryption-enabled NIC modules that have already been
configured. If you want to set up the IP address for such a device, enter its current IP address in
Current NIC IP Address.

Note: If you search for NIC modules on a network with “live” LAN chains that include any type of
NIC module, these chains will momentarily go “off-line” during the search. If this causes a problem,
the NIC module should be programmed on a separate network.

7. If the IP address of the module is to be DHCP assigned, click Display NIC Info and check that
software version is 6.1.0.2 or later. If it is not, download the latest firmware and upgrade
instructions from the Lantronix web site (www.lantronix.com), and restart the configuration process.

8. Select the IP address settings as follows:

If the NIC module is to obtain its IP address from a DHCP server, choose Obtain IP address
automatically and enter the network name you want to give the NIC module. This will enable the
Symmetry software to communicate with the NIC module by name rather than by IP address. If you
want to assign a static IP address, choose Use the following IP configuration and select the
following:

— New NIC IP Address - Enter the IP address you wish to program into the selected NIC
module.

— Subnet Mask - This must match the subnet mask used by the managing Symmetry client PC.
— Gateway IP Address - This is normally left blank (uses default gateway). If required, specify a
gateway address compatible with the network.

9. In the Node Baud Rate field, enter the correct baud rate for the communication between the NIC
module and the node in the LAN chain (as set by the DIP switches in the node).

10. If the NIC module is encryption enabled and you want to want to use the module for encrypted
communications:

a) Select Encrypt in the STEP 4 section, and click OK when the warning message is displayed for
you to check that the NIC module supports encryption.

b) Inthe 128/256 Bit Key field, enter 16 or 32 pairs of hexadecimal characters. This key must
match the key specified in the "Install/System/Client Ports" screen in the Symmetry software.

NIC Module Configuration Guide 9



Configuring a NIC Module

11.

¢) Inthe 16 Character Password field, enter a password. You will need to enter the password if
you need to verify, re-program or cold start the module.

The password protects the configuration port of the NIC module. All other ports will be disabled
when programming has been completed.

You are now ready to program the settings into the selected NIC module. In the STEP 3 section,
click the Program button.

If you are setting up an encryption-enabled NIC module, you are warned to carry out the encryption
procedure on an isolated network.

Confirmation of the information programmed into the module is displayed in the Information
window. Once programmed, the utility will re-query the network for the updated NIC module.

Verifying Configuration Settings

If you want to view the settings of a NIC module that is already configured:

1.

Click the Display NIC Info. button. The programmed parameters are displayed in the Information
window.

Once programmed, an encryption-enabled module will indicate that it can be encrypted by the
display of the “encryption capability detected” line in the Information window:

Infarmation

COBO Corfiguration

mac addiess 00 20:4 2064 20

zoftware version 04.5 [0771025]

zerial number B41E072

ipaddr 6.4.1.223 , port 7feh

no gaeway set

Subnet Mask 255.000.000.000

baudrate 19200, i/f rnade 4e, Fow 00
remate ip adi Q06002002131 , par 02007
no connect mode

lf:lliscc-nn e 0500

rcryption capability detected

Done

To verify communications to the node, click the Check Node OK button. When communicating with
an encryption-enabled NIC module, the encryption key specified in the COBOX.EXE dialog must
match the key currently programmed into the module.

The result is also displayed in the Information window.

Cold Starting the Module

If required, you can return a NIC module back to factory settings by selecting it the module in the NIC
Modules Found list and clicking ColdStart (requires AllowColdStart to be set to "1" in the COBOX.INI file;
see page 7).

Cold starting an encryption-enabled module removes the IP address, encryption key and password.

10
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